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Where the world builds software

100M+ 200M+
Developers Repositories
AM+ 1,000s

Open-Source

Organizations Communities

2.68+ 84(y0

Fortune 500

Contributions / Year companies



CI/CD adoption feeds
developer velocity

@ Faster time to market
Increased product innovation
Increased customer satisfaction




GitHub Marketplace o

Add tools 1o help you build and grow

Explore apps

Types Q Search for apps and actions

o Discover open-source Actions e —
across multiple domains v
@, -

Categories
Chat Codecov | Code Coverage

e ~15,000 Actions (and
counting...)

e Verified creators &) 63

(Publisher domain and email verified) i AChiA

o Reference these Actions directly s
in your workflow st

Trending

o Integrated into the GitHub editor =~

utaiahir
Octobox (= WhiteSource Bolt =
Recently added 8y octobos By wehirhes ¥
spend less Tma managing your GitHub Datect open sgurce vulnerabiimes = real
Security natifications Tl Wil suggegied fues for gulck

= 8.4k insiafts emetintson
Support + 3Rk imaralls



GitHub Actions —
More than CI/CD

Generic workflow engine

Automate everything with
workflows

35 events can trigger a workflow

GitHub Token and Workflow
Permissions

Community-powered workflows

Any platform, any language, any
cloud




YAML (Yelling At My
Laptop, again!)




Workflow
Fundamentals

A text file in your repository
(.github/workflows)

YAML Ain't Markup Language
(YAML)

Events trigger workflows (on:)
One or multiple jobs

Executed on a runner
Contains steps

A reusable step Is action

AccelerateDevOps [ .github [ workflows | pr-validation.yml

<{» Edit file & Preview changes Spaces = 2

1 nmame: PR-Validation

2

3 an: [pull_request]

4

5 jobs:

6 Build:

7 runs-on: ubuntu-latest

8

9 steps:

18 - name: 'Checkout Github Action’

11 uses; actions/checkout@master

12

13 - name: Set up .NET Core

14 uses: actions/setup—dotnet@vl

15 with:

16 dotnet—-version; '5.0,.x'

17

18 - name; Setup Node

19 uses: actions/setup-node@vZ.5.1

20 with:

21 node-version: 18,16.3

22

23 - name: Install dependencies in client app

24 working—directory: src/Tailwind.Traders.Web/ClientApp
25 run: npm install

26

27 — name: Build and publish with dotnet

28 working=directory: src/Tailwind.Traders.Web
29 run: |

3e dotnet build —configuration Release|

31
Use Control Space to trigger autoccomplete in most situations.

in main



BaSic Syntax [ ./ .github/workflows/workflow-file-name.yml ]

name: Super Linter workflow

events > on:
push:
jObS , Jobs:
lint:
name: Lint Code Base
runner > runs-on: ubuntu-latest
Steps > steps:
- uses: actions/checkout@v2
actions >
- uses: github/super-linter@v3
env:
Secrets = GITHUB_TOKEN: ${{ secrets.GITHUB_TOKEN }}

- run: echo “Hello world”

v

shell



Workflow triggers



Events that triggers workflows

AccelerateDevOps / .github / workflows | starteryml in main
e Trigger:
<> Edit file & Preview changes
o \Webhook events
1 name: Starter Workflow
2
3 on:
o Scheduled events R
5 push:
6 branches:
o Manual event Wi
8 issues:
9 types: [opened, edited, milestoned]
18
11 # Scheduled events
ol &
3 Commit changes ::?
3 Runs every 15 minules.
ity "l 14 Actions schedules run at most every b minutes, Learn mora
15 schedule:
Add an aptional extended desciption 16 - cron: ‘#£15 * W= =’
17 — cron: '8 9-17 * x %'
18 = cron: 11 11 = % 5'
19
& -0~ Comimit directly to the maln branch 28 # Manual events
1% Creste & new branch lor this commi and = 21 workflow dispatch:
22 Lnputs:
Cancel 23 homedrive:
24 description: 'The home drive on the machine'
25 required: true
2 default: 'shome'

27



Events that triggers workflows

# Manual events
workflow_dispatch:
Manual events oo
homedrive:
description: 'The home drive on the machine'
required: true
Run workflow ~ default: '/home’
loglLevel:
description: 'Log level'
required: true
default: 'warning’

Use workflow from

Branch: main «

The home drive on the machine type: choice
thome options:
= info
Log Llevel % < "
= warning
warning B - debug

print_tags:
description: 'True to print to STDOUT'
required: true
type: boolean |

environment:

Run workflow . ; " " 5 i
description: 'Environment to run tests against
type: environment

required: true

[8] True to print to STDOUT

Environment to run tests against =

ik

Prod



Events that triggers workflows

Manual events: trigger using the API
(curl, octokit, GitHub CLI)

# Trigger using the API I
repository_dispatch:
types: [customEvent]

fa -1 miksEVuloan: - famircekccuelpral

~/source/AccelerateDevOps

X POST -H "Accept: applic

# Call for example using GitHub CLI:

# % gh api -X POST -H "Accept: application/vnd.github.v3+json" \
# /repos/wulfland/AccelerateDevOps/dispatches

# -f event_type=customEvent



Jobs and steps



Workflow jobs

Map — run in parallel by default

Can be chained using needs keyword
Runs on a runner in one process
Contains a sequence of steps

Steps can be a shell command (run)

or an action (uses)

jobs:

job _1:

rFuns—an:

steps:

= Tun:
= Fun:
= Fun:
= FLIRG

= FUn:

job_2:

FUns=0arns

steps:

- run: echo "Status ${{ job.status }}"

job_3:

runs—ons:
job_1

needs:
steps:

ubuntu-latest

echo '
echo *
echo '
acho *
echo *

T L& W

The job was triggered by a ${{ github.event_name }} event.”

drive is %{{ github.event, inputs.homedrive }} ."
environment is “${{ github.event.inputs.environment }} ."
log level is '${{ github.event.inputs,leglLevel }}"."

Run the matrix? "${{ github.event.inputs.run_matrix }}"."

ubuntu-latest
needs: job_1

ubuntu-latest

- run: echo "Services ${{ job.services }}"

job_4:

runs-on:
[job_ 2, job_3]

negds:
steps:

ubuntu-latest

- run: echo "Status ${{ job.status }}"



Workflow steps

« Sequence in a job

* Runs in the same process
/ same directory

* Runs in a shell

o ﬂ Get 05 information

Parameter Description

Bash shell. The default shell on all non-Windows
bash platforms with a fallback to sh. When specified on

Windows, the bash shell included with Git is used.
pwsh PowerShell Core. Default on the Windows platform.
python The python shell. Allows you to run python scripts
cmd Windows only! The windows command prompt.
powershell [ Windows only! The classical Windows PowerShell.

job_1:
runs=on: wbuntu=-latest

steps:
- run: echo "# The job was triggered by a %{{ github.event_name }} ewent."
- run: echo "@& drive is "§{{ github.event.inputs.hosedrive }} ."

- run; echo "o environment iz “${{ github,event.inputs.environment }}°."
— runt echa "t log level is “${{ github.event.inputs.loglLevel }}"."

— run: eche “w Run the matrix? “&{{ github.event.inputs.run_matrix }} .

= name: Get 05 information
runt |
impart platform
print{platform.platform{ }}
shell: python

- UseL: actions/checkout@vi.d.n

working-directory; docg



Actions

A reusable step
Lives in a git repo
Syntax
o {owner}/{repol}l@{ref}
o {owner}/{repo}/{path}@{ref}
o ./.github/actions/my-action
References
o SHA / Tag / Branch
Pass variables to Action
o with:

o) env.

t.git (fetch)
tigit (push)

fix the dependbot alert.

secret name for PAT to not start with GITHUB_ (#0623

for org-id [#621)
[#620)
e info (#614)

cies and react to new ||n||wg rules [(#61

e licensed check (#686)

update dist (#0685)

? & ~/source/checkout

uses.
uses:
uses.
uses.

[actions/checkoutlial2a3943b4bdde7671641792733f40b04645dB46
actions/checkout@v3.e.@
actions/checkout@v3
actions/checkout@main

[#744




Actions

User docker images as actions

— name: Run a docker containers as an action
uses: docker://alpine:3.8

- Juses: ducker:ﬁghc r.io/wulfland/container-demo: latest

v @ Run gher.iofwulfland/container-demo:latest

¥ main - tainer-d Dockerfil
e POWEEOr ) onne » Run docker://ghcr.io/wulfland/container-demo: latest
i 1 I 1 i

3 wulfland Update Dockerfile

A3 1 contributor

2 lines (2 sloc) 48 Bytes

FROM alpine:3.14.2
Me ["echo", "Hello World!"]




Contexts and expression
syntax



Contexts and expressions syntax

. Context
e S${{ <expression> }} i
® Context Syntax & Setupjob
. . v @ Dump GitHub context
o context[ ‘key’] (if key starts with number or |
. . = Run echo "4
contains special characters)
o context.key _ .
sha": 18T f739fe 75CcB92651d2@4eTicedbdd”,
"repository™: "wulfl argtebevips",
e Context Sonsin
"repositor
o matrix
o github
e ﬂ Dump runner context
© env » Run echo '{
o runner o
:Il:""-_l'llrll- le::llrl:1|r:l-|r‘rrlll1ln- nt_name”: “workflow_dispatch”,
/ “temp™: * i ‘WD
steps: "“workspace™: "/Shomes runn k/Acceleratelevips®
thub-pages",

— name: Dump runner context

run: echo '${{ tolSON(runner) }}'
- name: Dump GitHub context

run: echo 's${{ tolsOM(github) }}'




Contexts and expressions syntax

expression job:
Fung—on: ubuntu-latest
name: Expressions
£{{ github.ref = ‘refs/heads/main' && github.event.inputs. laglevel == "debug’ }H

up job

Fun ac
steps:
run: echo "0Only run if triggered by main branch...”
I].: containsigithub. ref, 'l.'..]:n'll

— run: |
echo “Fail depending on parameter”
return 1
if: githulr.event.inputs.run_matrix == 'true'

runi: echo "Run always"
if: alwaysi)
= runi echo "Run only on success”
if: successl)

— runi echa "Run onaly an fallurs"
|1:‘: réilurel,:ll

22



Workflow commands



Workflow commands

o Interact with the workflow from within your steps

Workflow Commands

o Write command to output (normally using echo)

o Examples

1) se t -0ou tpu t *Run echo "::set-output name=my_time::%(date)

Output time

o) error
» Run echo "It was %$({date) im the previous step."
It was Wed Apr 13 16:26:49 UTC 2822 in the previous- step.

steps:
- neme; Set ij Writing to the workflow log
run: echaf'::set-output rlur't=rr.~.r_!;mr.::'r:lidaL-:?"I
id: set-time I
kRun echo "Writing to the workflow log"
- name: Output time Writing to the workflow Llog

A " L33 e P R Rt T ; R i o
run: echa "It was ${{ steps.set-time.outputs.my_time }} in the previous step. ¥Writing to the log

AR B Sy
- name: Writing to the workflow Log Notice: Writing a notice
run: | 13 Warning: Writing a warning
echo "Writing to the work{low log”
echa ":igroup::Writing to the log“
N a7 T |’.:\ N - H
echa "i:inotice files=starter.yml,line=16%,col=19, endColumn=22: :Writing a notice" & Complete job

echo "iiwarning flle=starter.yml, Line=171, col=19,endColumn=22:tWriting a warn;rl-;]"|
echa ":iendgroup::"




More advanced syntax elements

Syntax element Description

permissions Set workflow permissions for GITHUB_TOKEN

env Set environment variable for all run steps

defaults Set the shell and working directory for the run

concurrency Manage workflows running concurrently

needs Make job dependent of each other. Share outputs

if Check whether a job should run based on variables. Options are: success() always()

cancelled() failure()

timeout Limit runtime
continue-on-error Handle termination of workflows
container Use a container for the steps execution

services Use a container for the steps execution




Actions



GitHub Actions

Actions are reusable
3 kinds of Actions:

O

O

O

Container
JavaScript / Typescript

Composite Actions

E Repositories 47

[ Overview

Pinned

B starter-workflows Public
Accelerating new GitHub Actions workllows

@ TypeSeript Lr5ok % 4ok

H setu p-node Public

GitHub Actions

Autemate your GitHub workflows

& httpsfgithub.com/features/actions

M Projects

Verified |

) Packages

Sel up your GitHub Actions workliow with a specilic version ol node.js

® TypeSeript Tk W o7is

E] typescript-action Public tempiate

Creale a TypeScript Action with tests, linting, workflow, publishing, and

varsioning

@ Typeseript Lk % oors

B People 19

H toolkit Pubtic
The GitHub Toolkit for developing GitHub Ac!

® TypeScript 7 2.2k E? 1.k

= javascript-action Public template

Croate a Javascripl Action with tests, Iinting,

varsioning

JavaSeript  Trs5es %W 249

E] labeler  public

An action for automatically labelling pull regu

@ Typescript Trees Y aps



B % % o O I

@ &l

Container Actions

Dockerfile or existing image

Inputs

EXPLORER

I action.ym|

CODEOWMERS

# Dockerfile
% entrypoint.sh

i LICENSE
(i) README.md

! action.yml

! action.yml

WO = O O Ll R e

[ R R S R o |
on LA s LW B O @

name: 'Wulfland Action'

description: 'Get started with Cont:

author: ‘@wulfland’
branding:
icon: 'award’
colar: 'Ereen'
inputs:
myInput:
description: 'Input to use'
default: '"world'
jruns:
using: 'docker'
image: 'Dockerfile’
args:
- ${{ inputs.myInput }}

& actions [ container-action

Pubic template

4»Code (7] Issues & 11 Pull requests

P main - Go to file Add file ~

€D tross Create CODEOWNERS -

# Dockerfile X (1

& Dockerfile

1
Z
3
4
5
B
7

FROM alpine:3.18
COPY LICENSE README.md f

COPY entrypoint.sh /fentrypoint.sh

I ENTRYPOINT [“fentrypoint.sh®]

= Wateh 13 = T Fork 33

(¥} Actions

fH Projects [0 Wik

<» Code ~ | Usa this template I

No description

on 4 Feb 2021 3 provided,

5 entrypoint.sh

o
-

entrypoint.sh

1
2
3
4

#!/binssh -1

echo “hello $1"



Container Actions

Dockerfile or existing image

€ Sstupjob

L]
I n p u tS ~ Build wulflandjhello-worid-docker-action g2

# Build container for action uge: ' Shome/ runnerfwork/ _sctions/wulflandfhellio—world-docker-action/v1l.2 Mockerfile'.

Fun my own container action

# Bun wulTlend/hel lo—world-docker-actiongel. 2

15 lines (13 sloc) 3898 Bytes

name: Test Actlion

3 on: [workflow_dispatch]

i Sebiss hello gl Fland
7 test: - Output tima set in the container
7 runs—on: ubuntu-latest e

g steps:

g - name: Run my own container action & ‘Comolieto
1@ id: hello-action

11 14 wulflandfhelln—warld—dnckerJéftinn@ul.?

12 with

13 myInput: '@wulfland’

14 - name: OQutput time set in the container

15 run: echo "The time in the container was ${{ steps.hello-action.outputs.time }}"



JavaScript Actions

il actions [ typescript-action Erwaech B5= - | Fork GRS

Pl 1Mt

i Coda [} issues @ Il Pul requesis 18 () Actions [ Propects o w

P main = Gatefile A T = i Code - s this mrplats

= EXPLORER ! actionyml T8 maints M X
~ MY-TYPESCRIPT-ACTION [GITHUA] ! actionyml src 2
@ » __tests__ 1 name; ‘'My TS Action' " 1
3 github z description: "Test action for T5' = z
p pr 3 author: "gwulfland’ 3
4 inputs: 4 ssync functien run(): Promisesvoids {
¢ index.js 5 milliseconds: 5 try {
i—b 1% jndex.js.map 7 required: true B const ms: string = core,getInput] 'silliseconds”)
licenses txt 7 description: Waits for the amownt of milliseconds 7 core.debugd "Waiting ${ms} milliseconds ..."}
B default: *1o@e’ | core.debuginew Date( ). toTimestring(})
L sourcemap-registir.js !
ﬂ-r} pared | g outputs: ] await wait{parseInt(ms, 18))
bt U8 9 10 time: b1 ] core.debug{new Datel }.toTimeStringl})
B'_LI:J TS mal s M 11 description: the time after waiting. 11 .
s wait.ts ' 12 runs: 12 core, setlutput f'time', new Date().toTimeString())
@ eslintignore 13 vsing: 'nodelf’ 13 %'
r'@ : 14 main: "dist/index.js’ 14 if {error instanceof Error) core.setfFailed{error.message)
= & eslintre.json
15 15 }
% .gitattributes 16 }
@ Agitignore 17
.prettierignore 18- run()
: : 19
| | .prettierrc.json 1 r
! action.ymil
CODEQOWNERS
5 Jest.conlig)s
fi LICEMSE

|1 package-lock.json
|l package.json
i README.md
B tsconfig.json



Composite Actions s 3 10 e

1 name: 'Hello World®

. description: ‘Greet someone'
[ ——— |

3 inputs:

N
who-to-greet:

5 description: 'Who to greet'
b required: true

7 default: ‘"World'

g random-number:

18 description: "Random number™

Just a action . yml file 11 value: ${{ steps.random-number—-generator.outputs.random-id }}

12 runs:

i3 using: "composite"
Inputs 14 steps:
1% - run: echo Hello g{{ inputs.who-to-greet }}.
16 shell: bash
Outputs v
18 —'EEL'randnm—numher—generatur
19 run: echo “|:set—uutput name=random—-id: :$(echo $RANDOM)™
Ru nS 20 shell: bash
22 — run: echo "${{ github.action_path }}" == $GITHUB_PATH
23 shell: bash
25 - run! echo “"Goodbuye S$YOU"
26 shell: bash
27 env:

28 You: s{{ inputs.who-to-greet }}



Writing Actions

Best Practices

Design for reusability

Small and focused (Single
Responsibility Principle)

Write tests and a test workflow
Semantic versioning
Documentation

Proper action.yml metadata

qithub.com/actions/toolkit

Publish the Action to the marketplace



https://github.com/actions/toolkit

Actions for Cl/ CD



For-loop — array

Nested for-loops:
multidimensional array

Runs for all combinations in all

dimensions
Fail-fast (yes/no)

Max 256 parallel jobs

matrix_job:
name: matrix—job
runs-on: %{{ matrix.runner }}
if: github.event.inputs.run_matrix

strategy:
matrix:
runner: [ubuntu=-18.084, ubuntu=-20.84]
node: [18,12]

steps:
= run: echo "${{ matrix.runner }}"
= run: echo "${{ matrix.node }}"

Strategy

() Summary

Jobs
@ job_1

—> @ matrix-job (ubuntu-18.04, 10)
© matrix-job (ubuntu-18.04, 12)

@ matrix-job (ubuntu-20.04, 10)

€@ matrix-job (ubuntu-20.04, 12)

O Starter Workflow Starter Workflow #17

matrix-job (ubuntu-20.04, 12)

£2 Setupjob

€ Run echo "ubuntu-20.04"

Run echo "12"

Complete job




Basic Cl workflow

Uses a build matrix across multiple
node versions

Runs on the VM

o Ubuntu in this case
Actions are composable
Checkout is separate

Setup for most languages in
github.com/actions

npm run by shell

Artifact upload is a separate action

name: Node CI

on: [push]

jobs:
build:
runs-on:

strategy:
matrix:

node-

steps:
- uses:
- name:
uses:
with:

ubuntu-latest

version: [10.x, 12.x]

actions/checkout@v2
Use Node.js ${{ matrix.node-version }}
actions/setup-node@v2

node-version: ${{ matrix.node-version }}

- name: Install and test
run: |
npm ci

npm run build --if-present

npm test

- uses:
with:

actions/upload-artifact@v2

name: artifact
path: dist/


https://github.com/actions?utf8=%E2%9C%93&q=setup&type=&language=

Caching

Optimizing your workflow performance
with caching:

e Temporarily save files between
workflow runs

e 10GB max cache size per repo

Caching dependencies to speed up workflows

o 7 dayS retentIOH Caching can help with speeding up workflows when you need
to install dependencies. NPM, Python, Ruby, etc... these are
° Scoped to key and branch simple examples of applications that require dependencies to
be built. But there are more complex scenarios, such as Java,

C/C++ and modularized microservices that often require

o Never CaChe SenSitive data downstream artifacts. Caching can speed up your builds when

your dependencies have not changed


https://github.com/actions/cache

Caching

steps:
- uses: actions/checkout@v3

— name: Cache Primes

id: cache-primes
P Java - Maven
uses: actions/cache@v3
with:
) — name: Cache local Maven repository
path: primes uses: actions/cache@v3
key: ${{ runner.os }}-primes with:
path: ~/.m2/repository
key: ${{ runner.os }}-maven-${{ hashFiles('#*x/pom.xml') }}
- name: Generate Prime Numbers restore-keys: |
: ) . ${{ runner.os }}-maven-
if: steps.cache-primes.outputs.cache-hit != 'true’
run: |
sleep 60

echo "1 2 3..." > primes

—= name: Use Prime Numbers
run: cat primes



Cl with Actions

Best Practices

Always use setup actions
Implement caching if (only) needed (cache action)

Use the matrix strategy to build and test multiple
versions

Use upload-artifact

Use the super-linter:

o github/super-linter:v4

o github/super-linter:slim-v4
Use tests and job summaries to display results

Require status checks for pull requests




Secrets & variables



GitHub Secret store

Built-in secret store
Encrypted

o LibSodium sealed box
Use directly from your workflow
Redacted in workflow logs
APl support

Organization / repository /
environment level secrets

Do not use structured data!

% General

Access
A Collaborators and teams

) Moderation options W

Code and automation

¥ Branches

O Tags

G Rules @) v
() Actions v

&% Webhooks
Environments

5 Pages

Security

&) Code security and analysis

/22 Deploy keys

[¥] secrets and variables ~
Actions
Codespaces

Dependabot

Integrations
(=) GitHub Apps

EA Email notifications

Actions secrets and variables

Secrets and variables allow you to manage reusable configuration data. Secrets are
encrypted and are used for sensitive data. Learn more about encrypted secrets.
Variables are shown as plain text and are used for non-sensitive data. Learn more

about variables.

Anyone with collaborator access to this repository can use these secrets and variables
for actions. They are not passed to workflows that are triggered by a pull request from

a fork.

Secrets Variables

Environment secrets

8 MY_ENV_SECRET

Repository secrets

& MY_REPO_SECRET

Organization secrets

& MY_ORG_SECRET

Manage environments

Updated
3 minutes ago

Dema

Updated 2 minutes ago 2|

Manage organization secrets

Updated on Apr 25



Secrets

Defined on org, repo, or environment
level

Secret context
o ${{ secrets.MY SECRET }}

o Setasinput (with:) or environment
(env:) for actions

Set in Ul or CLI

O $ gh secret set MY SECRET -body “Svalue”
O $ gh secret set MY SECRET —--env Prod

@) $ gh secret set MY SECRET —--org my-org

Masked in log

Organization

Repository

Environment




The GITHUB TOKEN

« ${{ secrets.GITHUB TOKEN }}or ${{ github.token }}
- Authenticate to GitHub to perform automation inside the workflow’s repo

- Default permission read/write for all scopes (old default) or set to read

' ' permissions:
permissions. actions: read|write|none

contents: read checks: read|write|none

) contents: read|write|none
pull-requests: write deployments: read|write|none

1ssues: read|write|none

packages: read|write|none
pull-requests: read|write|none
repository-projects: read|write|none

pe rmissions: read-all security-events: read|write|none
statuses: read|write|none



The GI THUB TOKEN

Perform actions as “github-actions™:

permissions:
contents: read
issues: write

label_issues:
runs—on: ubuntu-latest

if: github.event_name == 'issues'
steps:
- uses: andymckay/labeler@ebcd322d@839713240T0e7e30a33b5c5df2d39e598
with:

add-labels: documentation
repn—tnken:l${{ secrets.GITHUB TOKEN }}I

v

D github-actions bot added the label 20 seconds ago



Variables

Same setup as secrets, but no redacting

Defined on org, repo, or environment
level

vars context

o ${{ vars.MY VAR }}

o Setasinput (with:) or environment
(env:) for actions

Not masked in log

Organization

Repository

Environment




Environments



Environments

Control deployments

Add gated deployments with
approvals

Control secrets
Review all deployments to an env

Navigate directly to urls for
deployments

Fully integrated with the checks API
(previously called deployment API)

Supports matrix for gated
deployments

Environments / Configure Development

Environment protection rules

Can be used to configure manual aporovals and timeouts

Required reviewers
Specily people ar {=ams that may approve workllow runs when they access this enwwonment

Add up to B more reviewers

Wait timer
Sab an amount of time to wait before allowing deplayments lo procaed

15 minutes

Deployment branches
Can be used o limit what branches can dephoy to this environmant using branch name patterns

Environment secrets

Secrets are encrypted enviranment variables, They are sccessible only by GitHub Actions in the context of this environment

':T;I Add Secret

All branches -



Environments

Environments / Configure Test

e Environments P

Can be used to conllgure manual appravals and Umeouls,

o Reviewers / Approvers i s

Spocily penpla or isams that may approve workflow runs when they sccass this enviranmant

o Wait timer (until 30 days) P
& wulfland b

o Branches (= branch protection!)

] wait timer

5 D e p I Oym e nt b ra n Ch es Sgt an amaount of tima 10 wait befors aliowing deployments to procesd

o Secrets

Deployment branches

Can be used to limit what branches can deploy 1o this epvironment usang branch namea patterms All branches =
Production:
Test: runs-on: ubuntu-latest
runs-on: ubuntu-latest Environment : Ervdrorment secrets
environment: Test name: prod Secrets ame encrypled environmen varfables, They are accessible anly by GltHwb Actons in the context af this
needs: Build url: https://writeabout.net siiainaln
steps: needs: Staging

B IE} Add Secrat
- name: Test app S

run: echo "Testing..." — name: Deploy app

run: echo "Deploying...”



Environments

Staged Deployment Staged Deployment #17

| Summary

Approvals

Prociuctian

Set URL from output
of other job/step

Progress

|||||||||||



Running your workflows



Runners

GitHub-hosted

o Receive automatic updates for the
operating system, pre-installed packages
and tools, and the self-hosted runner
application.

e« Are managed and maintained by GitHub.

e Provide a clean instance for every job
execution.

e Use free minutes on your GitHub plan,
with per-minute rates applied after
surpassing the free minutes.

Self-hosted

Receive automatic updates for the self-hosted
runner application only. You are responsible
updating the operating system and all other
software.

Can use cloud services or local machines that
you already pay for.

Are customizable to your hardware, operating
system, software, and security requirements.

Don't need to have a clean instance for every
job execution.

Are free to use with GitHub Actions, but you
are responsible for the cost of maintaining your
runner machines.



GitHub hosted runners

Linux

Windows

Hardware:

« Standard_DS2_ v2 virtual machines
in Microsoft Azure

« 2-core CPU
« 7 GB of RAM
14 GB of SSD disk space

Hardware:

« 3-core CPU

« 14 GB of RAM

* 14 GB of SSD disk space

Passwordless sudo / UAC disabled

Passwordless sudo




Environment

Runner Images

YAML label

Ubuntu 22.04

ubuntu-latest or ubuntu-22.04

Included Software

ubuntu-22.04

Ubuntu 20.04

ubuntu-20.04

ubuntu-20.04

macOS 11

macos-latest or macos-11

mac0S-11

macOS 10.15

macos-10.15

mac0S-10.15

Windows Server 2022

windows-latest or windows-2022

windows-2022

Windows Server 2019

windows-2019

windows-2019

Windows Server 2016

windows-2016

windows-2016

https://github.com/actions/runner—-images



https://github.com/actions/virtual-environments/blob/main/images/linux/Ubuntu2004-Readme.md
https://github.com/actions/virtual-environments/blob/main/images/linux/Ubuntu1804-Readme.md
https://github.com/actions/virtual-environments/blob/main/images/macos/macos-11-Readme.md
https://github.com/actions/virtual-environments/blob/main/images/macos/macos-10.15-Readme.md
https://github.com/actions/virtual-environments/blob/main/images/win/Windows2022-Readme.md
https://github.com/actions/virtual-environments/blob/main/images/win/Windows2019-Readme.md
https://github.com/actions/virtual-environments/blob/main/images/win/Windows2016-Readme.md
https://github.com/actions/runner-images

GitHub hosted runners
pricing

e Build minutes
o On Linux $0.008
o OnWindows $0.016 = x2
o OnmacOS $0.080 = x10

GitHub edition Storage Minutes Max concurrent jobs
GitHub Free 500 MB 2,000 20 (5 for macOS)
GitHub Pro 1GB 3,000 40 (5 for macOS)
GitHub Free for 500 MB | 2,000 20 (5 for macOS)
organizations

GitHub Team 2 GB 3,000 60 (5 for macOS)
GitHub

Enterprise Cloud A0z 50,000 180 (50 for macOS)

Sot up job

Current runne

Contents: write

Deployments: write

Download action repository 'actions/checkout@alialfdibdbdde?B7164F702FI3T480A46A5d846" (SHAal2a3043bdbdde

td Pull alpine:3.8

& Pull ghcriofwulfland/container-demo:latest

Run echo "# The job was triggered by a warkflow_dispatch event."

https://docs.github.com/en/billing/managing-billing-for-github-actions/about-billing-for-github-actions



https://docs.github.com/en/billing/managing-billing-for-github-actions/about-billing-for-github-actions

Larger runners

Runners [ Create GitHub-hosted runner

Name
Runner image
# @ ubuntu ER Windows Sarvor e
B Assign a unigue & static public IP address range for this runner
Ubuntu version &)l instances of this GilHub-hasted runner will be assigned a static [P from a range unigué to this runmner. Learn mone atou) networking for frenners.

GitHub images are kepl up'to date orvd secure, containing all the 1ools you nesd 1o get started buildng and 1esting your appications. Lesm more about imoges

"Latwai” Iag matches with standard G- il -hostad ranrars et tag 1or 1he IIM=ag RS Lagrm more ancsil Sie tags \n:"_l hiwﬂ U“d l:H:lI.iI I:l‘f !u 51ﬂlil: FUH": =] ﬂddrissus i\'iil-‘lh'ﬂ on !.'nl.lrill'.'mill'l'l
Latest (20.04) =

Runner size
4-cares- 16 GB RAM « 150 GB HDD ¥

e Runners | { test-16

16 GB RAM - 150 G3 HDD

B-oores
32 GBE RAM - 300 GB HEO

Runner group: BIG

16-cores
e Size: 16-cores - 64 GB RAM - 600 GB HDD Public IP range: 20.237.78.80/28

32-cores
136 G2 Rakd - 1300 68 HDO &

Gd-cores
256 GB RAM - 2040 GB HDD SLOrias can Use 11 TUMNEL. LBarm mors aiout runaer groupe

https://docs.github.com/en/actions/using-github-hosted-runners/using-larger-runners



https://docs.github.com/en/actions/using-github-hosted-runners/using-larger-runners

S e If- h OSte d ru n n e rs Runners | Create self-hosted runner

Adding a self-hosted runner reguires that yvou download, configure, and execute the GitHub Actions Runner. By
downloading and configuring the GitHub Actions Runner, you agree to the GitHub Terms of Service or GitHub
Corporate Tarms of Service, as applicabla.

Free

Runner image

Any platform (x64: Linux, macQOS,
Windows. ARM64 and ARM32 on Linux ) |

HTTPS long polling port 443 — 50 w64 :
seconds Download

O @ macOS ® N Linux | ER Windows

# Create 3 folder

Can be used to deploy to local S mhat sctions-rumer & cd sctions-rumer

& Download the latest runner packKage

resou rces % curl —o actions-runner-linux-x64-2,289.2.tar.g2 -L
mttps: Sfgithub, comfactions/runner/ releases/download w2 2B9. 2 act Lons—runner—Linus-x64—
2.2B9.2.tar.gz

Can be added at Enterprise,

% eche "ThaBobb75307696aT6e08107633c087a249904¢ 1dnTER3IT21910e13500d0a238 actions—runne r—1inux—x6d-

Organization, and Repository level 2.289.2.5ar.92" | shasin = 256 <

# Extract the installer

S tar xzt . /ections—runner—Linux—x64-32,280.2.tar.gz



Adding self-hosted
runners

Configure on enterprise / organization /
repository level

Download and extract the scripts

Configure and authenticate the runner
with the token

Start listening for jobs

For GHES: Blob storage must be
provided (Azure Blob storage, Amazon
S3, MinlO)

=1 General

ACEERE
Fa Collaborators and 1éams

B Modaration options

Code and automation
* Branches
Tags
C} Rules
() Actions
Sanarat
RALNPHIE
s Webhooks
EH Ewironments

[ Pages

STty
(5] Code securlty and anaiysis
4 Daploy keys

=] Secrets and variables

mtngratinns
¥ GltHub Apps

=1 Email natifications

Runners [ Create self-hosted runner

Adding a self-hostad runnar reguires that you download, configure, and execute the GitHubs Actions
Runnar, By downloading and configuring the GitHub Actions Runner, you agres 10 the GitHub Terms
of Service or GiiHub Corporate Terms of Service, as applicabla

Runner imaga

0 & macOs £ L ER Windows

(Beta Architecture

64

Downdoad

s Pl
§ mkgdir sctions-runner & od aCTlons-runner

# Downlosd the letest runner package

§ curl -o Bcilops-Tunner-osx-kb4-2.385,8.18T.092 -1

https://githod. condsctions/ runmer/relsases fdown Load/v2 , 305, B/act lons~Tunner-oEx -
whi-1. 386, 8. 1or.gs

§ echo “aloélisBlifi7dbacTIcIT2EEBLT 01082 abs P0G 17000 a0 e BT e 6P 1 1B POEIL
actions~rimner-osx-pbd-2.385.%.tar.gz" | shasum -a 266 -t

§ tar xzf ./actlons=runnar-gsy=mii=2, 385.0. Tar.gT

Conflgura

il STATT Tha © figUrsT10n OEROTIEOCE
§ feonfig.sh —url hitps://github.con/xpirit-traindng/training-manual -—-token
ADYVCZCCLEAG VDI SEMUISLEYWIRD

F Loat ate

¥ ./run.sh

Using your self-hosted runmner

W AR

rufs-on: self-hosted



Self-hosted runners
Gotchas

Runners are not ephemeral per default —
you have to clean up after a build yourself

o 5

Use web hooks to auto scale
(github.com/jonico/awesome-runners)

./config.sh --ephemeral

Do not allow public repositories!
Limit Actions and use SHA or fork

Create a company marketplace
(github.com/rajbos/actions-marketplace)

General actions permissions

Policies
Choo=e which repositories are permitied (o use GitHub Actions.

All repositories -

Allew all actions and reusable workflows

Allow accelerate-devops actions and reusable work{lows
¥ ac reusabln workfiow defined ima repositary within the sccoleraie-cevops coganization can be wsad

= Allow accelerate-devops, and select non-accelerate-devops, actions and reusable workflows

B Allow actions crepted by GitHulb
Allow actions by Markatplace veriflod craatars

Alpw apecified sclions and rewsable workows

micraaolt
my-ong*
1
e o e e
o axamplEs: poT0~0rg/ 0 to=repods, octo=0rg/ o to=repogv
Reusable workllow examples: oeto—argfocto-repe/ .glthub/work flows /build. ynlgwain
Enbie oreanigalion of repoaliony seampled: oCTo=arg i, acio=0rg/octlo-repa/+

Save



Security with self-
hosted runners

Public repositories with self-hosted
runners pose potential risks:

o Malicious programs running on the
machine

o Escaping the machine’s runner
sandbox

e EXxposing access to the machine'’s
network

o Persisting unwanted or dangerous
data on the machine

Self-hosted runners and Security

Forked repositories will contain the same Actions
configuration as the parent repository, including the
self-hosted runners. Creates the potential for a fork to
run malicious code on a runner inside your network. For
this reason, it is highly recommended to use self-hosted
runners only with private repositories.



Sharing Workflows



Workflow templates



orkflow

By Accelerate DevOps

My Workflow Template
':-' By Accelorate Devlps

Description of teamplata workflow

Available in Actions /
New workflow

Deployment

Get copied one time

Deploy Node.js to AZure oy
Web App

By Microsalt Asuie

Build a Node |5 project and daploy i1 to
an Arure Web App

Starter workflows

Configure Deployment
Deploy to Alibaba Cloud
ACK
By Alibaba C

Deploy & container 1o Alibaba Cloud
Contamner Service for Kuberneles

(ACKY

Configura Beploymant @

templates

Deploy to Amazon ECS ey
By Amazon Wab Services

eploy a cantalner 1o an Afmazon ECS

service powered by AWS Fa
Amazon ECZ.

Configwrn Deplayment

Deploy to IBM Cloud
Kubernetes Service

By 1EM

Bulld a docker container, pubdish it to
BAMé Claud Containar Registry, amnd
deploy to |BM Clowd Kubsrmetes

Service

Configirn Ceploymant @

Build and Deploy to GKE 5
By Googla Clowd

Build & doo

Gaoagle

1o GKE

Configure Deployrnent

Tencent Kubernetes 2
Engine

By Tencent Cloud

This worktiow will build a docker
conladner, publish and degloy i Lo

Tencent Kubernetes Engmnea [TEE)

Configure Deploymant @

View all

Terraform v
By HashiCorp
Sel up Terraform CLI In your GitHub
Actions workflow

Configura Deployment
OpenShift ®

By Red Hat

Buikd 5 Dacker-based projact and
deplay it ta OpanShift

Configura Depioymant @



Workflow templates

e <org>/.github/workflow-templates

B i = Igithubjwnrkﬂnw—templatesfl 13 lines (13 sloc) 260 Bytes 15 lines (11 sloc) 232 Bytes
1 1 name: My templated workflow
a wulfland Update my-template. properties.json ! name: Wy Morkliow-tespate”, 2
3 "description": “Description of template workflow", 3 on:
g iy M e ()
4 iconName": "my-template", A push:
5 "eategories": [ _
s i o 5 branches:l[ Sdefault-branch ] I
(% my-tempiate properties.json P & javascript ¢
!F .
O my-template.svg 8 "filePatterns": [ AR
g "package. jsons”, 8 build:
(1  my-templateymi 10 wapgckerfile" g runs-on: ubuntu-latest
11 "L\ . mdg" 18
12 i 11 steps:
13 } 12 - uses: actions/checkout@wv?
13
14 — name: Run a one-line script

5 run: echo Hello World!



Reusable Workflows



== B = LR R T

L= I = L -~ = == I I = IO ¥ S R P It e -~ T =]

Reusable workflows

name: Reusable workflow

(1]

workflow_call:
inputs:
who—to-greet:
description: 'The person to greet’
type: string
required: true
default: World
outputs:
current-time:
description: 'The time when greeting.’
value: ${{ jobs.reusable-job.outputs.current—-time }}

jobs:
reusable-job:
runs—-on: ubuntu-latest
outputs:
current-time: ${{ steps.time.outputs.current-time }}
steps:
- name: Greet someone
run: echo “Hello ${{ inputs.who-to-greet }}*
- name: 5et time
id: time
run: echo

1:set-output name=current-time::$(date)"

L=+ T I = Y I L T

[
B = &

(=)

[
L= 0T % I =)

name: Reuse ather workfLlow
an: [workflow_dispatchl

jobs:
call-workflow:
| uses: ./.github/workflows/reusable.yml|
with:
who-to-greet: '@wulfland’

use-gutput:
runs—on: ubuntu-latest
needs: [call-workflow]
steps:
- run: echo "Time was ${{ needs.call-workflow.outputs.current-time }}"



Reusable workflow vs Composite action

Reusable workflow: Composite action:
« Defines the entire job « Defines the list of steps
« (Can enforce runner labels « Full flexibility to do
* No option to do something something before and after
before and after the steps the steps in the composite
action




Sharing workflows
Best Practices

Use actions and composite
actions as building blocks

Use workflow templates and
template repositories for
discoverability

Use reusable workflows for
complex scenarios

Share actions and reusable
workflows in internal repositories
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